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Aon Foreword

In an era of global connectivity, online information and systems are playing an increasingly 
central role in business . According to data from Cisco, worldwide internet-connected 
devices will reach 50 billion by 2020, and with 15 billion devices already in 2015  
it is apparent that an increasing numbers of companies, systems and information  
are working online .

As the digital revolution gathers pace however, 

so too do the associated risks . The past five years 

have witnessed an unprecedented number of  

high profile data breaches involving businesses 

across regions and industries with personal 

records and financial information stolen and sold 

on the black market or simply posted on the 

internet for illegal or immoral usage by the public 

at large . Further evidence of the growth in cyber 

risk is the +50 percent Compound Annual Growth 

Rate of Aon cyber insurance cover in the five years 

to 2014 .

The financial consequences of a cyber breach 

can be wide-ranging from business interruption, 

increased operating costs, third party liability, 

supply chain disruption and information asset 

theft . Attacks have the potential to affect virtually 

any industry which is digitally reliant, from 

manufacturing through to retail, infrastructure, 

healthcare, entertainment, tech or telco – the issue 

is not confined to the financial services sector .

It is against this backdrop that, in March 2015, Aon 

commissioned the Ponemon Institute, a leading 

research firm on privacy, data protection and 

information security, to conduct a groundbreaking 

global cyber risk study (including 528 interviews 

with Asia Pacific (APAC) business leaders) .

We sought to understand how organisations 

qualify and quantify the financial statement 

exposures of their intangible (cyber) assets 

relative to tangible assets like property, plant and 

equipment . The research found that in APAC, only 

13 percent of potential loss to intangible assets 

was covered by insurance, compared with 49 

percent for tangible assets . This is despite more 

than a quarter of respondents having experienced 

a cyber breach in the past 24 months . This bias 

means information and system assets are too 

often exposed without appropriate protection, 

which has significant implications for increasingly 

connected global businesses .

Our intention is that this cyber risk study will assist 

risk managers, finance, IT and legal executives in 

taking a broader look at their organisation’s overall 

risk profile and ensuring sufficient insurance 

protection is in place for the relative financial 

impact of all risks – not only the traditional, 

tangible ones .

Murray Wood
Head of Financial Specialties, Asia
Aon Risk Solutions
 

Sandeep Malik 
Chief Executive Officer, Asia
Aon Risk Solutions
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Ponemon Institute  
Cyber Impact Research

Tangible versus intangible  
assets – a story of unequal risk
The survey reveals that the perceived 

value of both tangible and intangible 

assets are equally significant . On 

average, the total value of tangible 

assets reported was USD706 million, 

compared to USD589 million for 

intangible assets .

When asked to estimate an average 

figure for the loss or destruction of all 

their intangible assets (or probable 

maximum loss / PML), compared with 

the PML for intangible assets, there 

was a greater divergence of results 

(USD595 million for intangible assets, 

compared to USD297 million for their 

tangible assets) . This divergence was in 

contrast to the global PML estimations 

of USD648 million for intangible assets 

as compared with USD617 million for 

tangible assets, a 5 percent variance .

In contrast, both the impact of business 

disruption to intangible assets and the 

likelihood of an intangible asset or data 

breach occurring is seen as significantly 

greater than for tangible assets . 

The estimated impact of a business 

interruption to intangible assets is 

USD169 million, 72 percent higher than 

USD98 million for tangible assets; while 

the likelihood of experiencing a loss is 

5 .2 percent, compared to 1 .6 percent 

for tangible assets (for losses totalling 

no more than 50 percent of PML over 

the next 12 months) .

Aon Expert Perspective

“Awareness of risks impacting tangible assets is greater; it is what 
many are more accustomed to dealing with in their risk and insurance 
strategies. The challenge is in changing the mindset that information 
assets are just as valuable and important to the business success 
requiring an equal level of planning, budgeting and board level buy-in.”

Regina Chen, Head of Financial Services & Professions Group, Aon Risk Solutions, Hong Kong

Incident impact and loss likelihood

Tangible assets Intangible assets

Impact: estimated loss to assets
(USD) following business disruption 

Likelihood: of loss totalling ≤50%
of PML in next 12 months 

5.2%
+325%

1.6%

$169m
+172%

$98m

Di�erence between tangible
and intangible assets

This research was 
commissioned by Aon 
and independently 
conducted by 
Ponemon Institute LLC . 
This report focuses on 
the research findings 
for APAC only, based on 
the perceptions of 528 
APAC business leaders, 
largely in finance, 
risk, information 
security,compliance 
and general 
management 
functions . Further 
information on the 
research methodology 
is provided on page 9 .
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Data and security breaches – more 
common than you think
While some risk professionals may feel a cyber 

incident is unlikely in their business or industry, 

the probability is quite different, with the survey 

revealing that more than a quarter (27 percent 

for APAC against 37 percent globally) have 

experienced a material or significantly disruptive 

loss relating to a data breach or security exploit 

(vulnerability) in the past 24 months . The average 

financial impact of these APAC incidents was 

USD1 .5 million, with the most common involving 

negligence or mistakes that resulted in the loss of 

business confidential information (57 percent) .

Cyber is increasingly on the corporate risk agenda 

for a quarter of the business respondents, with 23 

percent placing cyber as a top five business risk . 

Further, just under half (44 percent) expect cyber 

risk exposures to increase in the next two years .

 

24%

30%

57%

26%

22%

4%

Cyber attack that caused disruption
to business and IT operations

System or business process failures that
caused disruption to business operations

Negligence or mistakes that resulted in the
loss of business confidential information

Cyber attack that resulted in the misuse or
theft of business confidential information

Cyber attack that resulted in the theft
of business confidential information,
thus requiring notification to victims

Other

Breach is a material or significantly disruptive security exploit or data
breach one or more times in past 24 months 

73% 27%

Data and security breaches

Not experienced a breach Experienced a breach*
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Management versus mitigation –  
the role and take-up of insurance
Despite this growing awareness of cyber risk, 

there is a huge insurance gap . When comparing 

intangible assets to tangible assets, APAC business 

leaders indicated that intangible assets are 36 

percent more exposed than tangible assets on a 

relative value to insurance protection basis .

Nearly half the potential loss (49 percent) to 

tangible assets is covered by insurance, but only 

13 percent for intangible assets . In contrast, self 

insurance – retaining the risk on their own balance 

sheets rather than buying an insurance policy – is 

far more common for intangible assets .

Aon Expert Perspective

“Some organisations think cyber insurance will have too many exclusions, 
or question the relevance of insurance risk transfer to actual threats. The gap 
between actual insurance cover and respondent perceptions is alarming and 
clearly demonstrates the need for greater awareness of the benefits that cyber 
insurance can deliver. Many aspects that APAC organisations don’t expect to be 
covered (e.g. human error, third party incidents, system failures and notification 
costs to victims) are often included in cyber insurance policies, or can certainly 
be negotiated with insurers.

Challenging these perceptions with fact based decision making platforms is high 
on our agenda. We aim to provide our clients with the data and tools to prioritise 
and implement informed risk management and mitigation strategies. 

Jasminder Kaur, Senior Vice President, Financial Services & Professions Group, Aon Malaysia

Focusing specifically on cyber insurance cover,  

87 percent of businesses surveyed don’t currently 

have cyber insurance in place . There are however 

positive signs than organisations across APAC 

are monitoring the situation carefully with 55 

percent of respondents planning to purchase 

cyber insurance with 35 percent in the next 24 

months . And on average, there seems to be a 

stronger perception of exclusions than inclusions . 

Only 16 percent APAC businesses surveyed believe 

incidents involving human error are covered and 

only one in four believed incidents affecting third 

parties are covered . In contrast, most perceive 

external cyber criminal and internal malicious 

attacks would be covered .

13%

56%

28%

49%

Percentage of assets covered by insurance

Potential loss self insured

Intangible assets 36% more exposed

Potential loss covered by insurance

Intangible assets Tangible assets



 Aon Risk Solutions 7

Perceptions of cyber insurance in APAC

Expect to be included

Se
rv

ic
es

 Access to cyber security forensic experts

Access to legal and regulatory experts

Assistance in the remediation of the incident

C
ov

er
ag

es

Forensic and investigative costs

Notification costs to data breach victims

Employee productivity losses

Replacement of lost or damaged equipment

In
ci

de
nt

s

External attacks by cyber criminals

Malicious or criminal insiders

Don’t expect to be included

Se
rv

ic
es

Access to specialized technologies and tools

Advanced warnings about ongoing threats and vulnerabilities

Assistance in the notification of breach victims

Identity protection services for breach victims

Credit monitoring services for breach victims

Assistance in reputation management activities

C
ov

er
ag

es

Communication costs to regulators

Revenue losses

Legal defense costs

Regulatory penalties and fines

Third-party liability

Brand damages

In
ci

d
en

ts

System of business process failures

Human error, mistakes and negligence

Incidents affecting business partners, vendors or other third parties 
that have access to your company’s information assets 

Aon Expert Perspective

“ The frequency of cyber 
incidents is increasing 
notwithstanding many 
companies preference 
not to publicly disclose 
cyber breaches. The laws 
are changing which 
will certainly drive 
the cultural shift of 
increased transparency 
on data breaches. As 
mobile devices, cloud 
computing, data and 
analytics and ‘the internet 
of things’ continue 
to grow and become 
even more integral to 
business operations, the 
opportunities for cyber 
incidents increase at a 
similar pace. Companies 
need to be prepared to 
proactively manage 
these incidents with all 
stakeholders including the 
media’s interest.”

Mike Ang, Head of Financial Services 
& Professions Group, Aon Risk 
Solutions, Singapore
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Aon Expert Perspective

“Almost all organisations recognise cyber as a growing concern, it’s impossible 
to ignore these days but many are yet to devote sufficient management time to 
the subject. Depending on an organisation’s risk maturity, there is a wide ability 
chasm to qualify and quantify the risk effectively. But once the risks are better 
understood and valued, then our discussions on insurance placement strategy 
become more meaningful and focused on delivering client solutions. 

Niloy Majmudar, Placement Leader, Financial Services & Professions Group, Global broking Centre, Singapore

An industry challenge – limited  
experience with an evolving risk
Reflecting on the relatively low take-up of cyber 

insurance, there is also a clear lack of formal risk 

assessment around cyber risk with 58 percent 

determining their business’s level of cyber risk 

based on intuition, informal internal assessment, 

or without any assessment at all .

The research also revealed a low level of awareness 

and understanding of the consequences of cyber 

risk . For example, only 16 percent of respondents 

said they were fully aware of the legal and 

economic consequences that could result from a 

data breach or security exploit in other countries 

in which their business operates .

In addition, 38 percent of businesses would 

not disclose a material uninsured loss to their 

intangible assets in their financial statements, 

whereas only 9 percent would not disclose a 

material uninsured loss to tangible assets . This 

under reporting for intangible assets (driven 

by different regulatory requirements or in the 

absence thereof an unwillingness to report for a 

multitude of reasons) results in the frequency and 

magnitude of cyber risk being under- represented 

in the public realm .

Financial statment disclosure of material losses

Tangible assets Intangible assets

No material loss disclosure

9%

38%
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This global cyber impact research was 

independently conducted by Ponemon 

Institute LLC, and commissioned by Aon . 

The research was conducted in March 

2015 and included 2,243 companies in 

37 countries across Europe, Middle East, 

Africa (EMEA), North America, Asia Pacific 

and Latin America .

This report focuses on the research 

findings for APAC only, based on surveys 

with 528 companies in 9 countries 

throughout APAC . The profile of the survey 

sample is summarised in these charts .

Methodology

8%

16%

11%

32%

22%

10%

Employees (worldwide)

Country

Industry

Less than 500

500 to 1,000

1,001 to 5,000

5,001 to 25,000

25,001 to 75,000

More than 74,000

25%

18%

17%

15%

7%

6%

5%

4% 3%

India

Japan

Australia

South Korea

Malaysia

Taiwan

Hong Kong

Singapore Thailand

Less than 4% not annotated in chart

17%

11%

9%
8%

8%

6%

6%

5%

5%

5%

Financial services

Health &
pharmaceuticals 

Services
Retail

Public Sector

Industrial

Energy 
& utilities

Technology
& software

Consumer
products

Communications

Less than 4% not annotated in chart
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Key definitions
In the context of this research:

•   Cyber risk means any risk of financial loss, 

disruption or damage to the reputation of an 

organisation from some sort of failure of its 

information technology systems .

•   Intangible (cyber) assets includes customer 

records, employee records, financial reports, 

analytical data, source code, models methods 

and other intellectual properties .

•   Tangible (property, plant and equipment) 
assets includes all a company’s fixed assets 

plus supervisory control and data acquisition 

systems, and industrial control systems .

•   Probable maximum loss (PML) relates to the 

maximum loss a business can suffer following 

an incident .

–   For tangible assets this assumes the normal 

functioning of passive protective features – 

such as firewalls, non-flammable materials, 

proper functioning of active suppression 

systems, fire sprinklers, raised flooring  

and more .

–   For intangible assets this assumes the 

normal functioning of passive protective 

cybersecurity features – such as perimeter 

controls, data loss prevention tools, 

data encryption, identity and access 

management systems and more .

•   Total Value is an estimate of the value based 

on full replacement cost (not historic cost) .

•   Average financial impact of security exploits 

or data breaches includes all costs, including 

out-of-pocket expenditures such as consultant 

and legal fees, indirect business costs such as 

productivity losses, diminished revenues,  

legal actions, customer turnover and  

reputation damages .
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Aon Conclusion

The Ponemon Institute 2015 Cyber Impact Report research has revealed a troublingly low 
level of understanding and insurance risk transfer for intangible assets, particularly when 
contrasted with APAC businesses’ approach to tangible assets

Specific highlights from the Ponemon Institute 

2015 Cyber Risk Study research include:

•  Information technology assets are 36 percent 

more exposed than property assets, with 13 

percent of potential loss to intangible assets 

covered by insurance, compared with 49 

percent for tangible assets .

•  The most significant deviation from the APAC 

to global results occurs with the estimated 

probable maximum loss (PML) for intangible 

assets . Whilst most other results were trending 

consistently, the PML deviation was too 

significant to ignore with $297m for APAC 

against $617m for global respondents . 

•  More than a quarter of businesses surveyed 

experienced a material or significantly 

disruptive loss relating to a security or data 

breach in the past 24 months . The average 

financial impact of these incidents was  

USD1 .5 million .

•  Only 16 percent of businesses were fully aware 

of the economic and legal consequences of a 

data breach or security exploit . This coupled 

with 58 percent of businesses determining their 

level of cyber risk based on intuition, informal 

internal assessment, or without any assessment 

at all are challenging statistics highlights the 

need for improved cyber risk governance . 

•  Curiously, businesses treat shareholder 

and market disclosure differently between 

uninsured tangible and intangible assets .  

38 percent of businesses would not disclose 

a material uninsured loss to their intangible 

assets in their financial statements, against 

only 9 percent for a material uninsured loss to 

tangible assets . There is a broader discussion 

point with these observations given that the 

business valuations would typically account 

equally for the value of tangible and  

intangible assets . 

Given the limited level of cyber risk assessment 

and cyber incident disclosure, it is unsurprising 

that cyber risks often remain misunderstood 

or unquantified . The coverage expectation 

gap between threats and insurance is also 

poorly misunderstood with some businesses 

not appreciating the reality of the breadth of 

coverage provided by cyber insurance . There are 

encouraging signs however, including a sharp 

increase in the number of businesses (60 percent) 

focusing their attention to cyber risk as a top 10 

business risk and 55 percent intending to purchase 

cyber insurance in the future . We recommend 

companies take a proactive approach to assessing 

their cyber risk exposures and consider more 

closely the significance and business disruption 

impact of intangible asset incidents . Further, as 

cyber cuts across many areas of an organisation, 

cross functional engagement is key, including the 

board, c-suite executives, risk, compliance, IT, 

finance and legal .
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