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Balance Risks to  
Improve Performance

Organizations need to be able 

to reassure investors that while 

they might not be able to foresee 

when something is going to 

happen, they do have the right 

programs and processes in place 

to mitigate risks when they occur.

A White Paper on how Oracle’s Enterprise GRC Platform 

can integrate risks across an organization and build 

lasting risk management procedures that can improve 

performance management 

Risk is the probability of something happening that may or may not 
have adverse effects. Risk management is a system of processes and pro-
cedures that let organizations identify, evaluate, analyze, monitor and 
respond quickly to risk events. And, in some cases, the process can help 
businesses realize potential opportunities that could arise from risk.

There is no reward without risk. Businesses need to take risks in order to grow 
and stay competitive. But taking risks requires managing them as well. Identify-
ing the risks and knowing how to respond quickly when an incident occurs 
could mean the difference between staying in business and shutting the doors. 

Organizations should embrace risk proactively, rather than viewing risks 
as incidents to be dealt with after the fact. This can be an opportunity to 
more closely align risk management with strategic business planning. 
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If there is a risk manager for IT, 

supply chain and finance, those 

functions need to be linked to 

prevent the fragmentation that often 

occurs when a risk management 

system is not interconnected.

Part I
Risk management matters now more than ever
In today’s volatile economy there’s very little room for error. Investors and 
shareholders are scrutinizing risk management processes and requesting 
more financial disclosures than ever before. Along with that transparency, 
organizations need to be able to reassure investors that while they might not 
be able to foresee when something is going to happen, they do have the 
right programs and processes in place to mitigate risks when they occur. 

Increased competitive global pressures are forcing corporations to move into 
markets or geographies that they’re not completely familiar with. Many orga-
nizations have to do so to continue growing or differentiate themselves among 
competitors. While they’re moving outside their comfort zone, they’re taking 
risks not only in order to grow, but in some cases to survive. That climate places 
an even higher premium on risk management practices and procedures. 

Yet many organizations still view risk management as an afterthought. There’s still 
an emphasis on risk avoidance rather than uncertainty management and perfor-
mance management. This approach remains one of the obstacles to integrating risk 
management data into key planning processes and day-to-day business practices. 

Keys to effective risk management
Effective risk management plans require a holistic approach. According to 
Michael Rasmussen, President and Risk and Compliance Officer at Corporate 
Integrity LLC, a GRC advisory firm, the essentials of risk management include:

	 ❚	 addressing opportunities, obstacles and threats holistically,
	 ❚	 assessing the potential impact of threats,
	 ❚	 identifying opportunities for further assessment,
	 ❚	 assuring risk intelligent decisions and
	 ❚	 	implementing structures to enable the organization to appropriately 

pursue opportunities while addressing obstacles and threats.

Risk management planning works best in an atmosphere of strategic 
questioning and debate, not complacency. Don’t view it as just a compli-
ance exercise, but use it as a catalyst for discussing a particular initiative. 
Corporations should implement structures that will allow the busi-
ness to pursue opportunities while addressing obstacles and threats. This 
will help align risk management with performance management. 

Another key factor is to give risk management functions the right visibility. While 
the position of Chief Risk Officer may not make sense for every organization, 
that function should have the seniority from a reporting standpoint. That person 
must be invested with sufficient authority to identify the areas to focus on and 
make sure that risk information is available and flowing across the business. 
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To eliminate overlap and 

complexity, managers need a 

common efficient process for 

measuring and monitoring risk 

within the organization. 

There might be a risk manager assigned to each area that drives the company’s 
competitive advantage. But if there is a risk manager for IT, supply chain 
and finance, those functions need to be linked to prevent the fragmenta-
tion that often occurs when a risk management system is not intercon-
nected. In those cases, an audit committee can help ensure that the critical 
links are also being considered from a higher level of governance.

Breaking down complexity 
One of the biggest challenges of risk management springs from the fact that it is 
often fragmented and merely theoretical. It’s necessary to develop a common lan-
guage, or taxonomy, of risk to eliminate fragmentation. Establishing a risk taxon-
omy can help define the accepted risk threshold. You should describe the different 
kinds of risks so that everyone involved, not just the risk managers, can understand.

An IT risk manager, for example, will consider hardware and software a key asset 
and a critical attribute of risk. Whereas a financial risk manager is making sure 
that the financial statements and working capital are in good order. A key attribute 
for the finance manager is tracking and monitoring accounts. Each functional 
person has their own way of describing what risk means to them, but without a 
common risk taxonomy, it would be hard for someone at the higher levels of the 
organization to get a clear picture of the potential risk for each department. 

In addition, an enterprise risk management strategy requires consistent scor-
ing so that you’re comparing apples to apples. Many organizations end up 
with complex miscommunication because one department may score a risk 
high and another department will score their risk low. One department’s high 
risk might be a $50K loss but another department’s low risk might be a $5 
million loss. It’s important to be able to understand the variety of risks that 
exist, the range of risk categories and the common way to score those risks. 

Streamlining risk management
A common assessment process is the cornerstone of streamlining risk manage-
ment. With various formats required for key assessment processes — some are 
spreadsheets or web surveys, for example — there is often an overlap. Businesses 
face various types of assessments including, for example, Basel II operational assess-
ments, business continuity assessments and Sarbanes-Oxley (SOX) 404 assessments. 

The overlap in reporting requirements causes redundancy since the ques-
tions managers are required to answer for each assessment are usually similar. 
To eliminate the overlap and complexity, managers need a common efficient 
process for measuring and monitoring risk within the organization. 

Multi-perspective risk analysis
To get a clear diagnosis of a risk potential, you need to be able to see risk 
from all the relevant angles. Risk tends not to rise to the surface prop-
erly if organizations are looking at a flat view of risks, which can 
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Organizations that address 

risk management without first 

integrating risks can fall well short 

of improving the effectiveness of 

such programs while adding as much 

as 15 percent or more to costs. 

occur when then look at just losses. It’s important to model risk and be 
able to measure and show risk distributions at different frequencies.

Managing risk effectively requires gathering multiple perspectives of risk 
information to enhance risk analysis. This includes gathering risk infor-
mation from external perspectives and monitoring the environment for 
geopolitical, competitive, economic, regulatory and legal concerns. And, 
gathering risks from internal perspectives to evaluate the controls, audits, 
assessments, issues, events, corporate performance and risk indicators.

Creating a common taxonomy of risk is one way for companies to develop 
a multi-perspective risk analysis. Each group or department should be able 
to manage risk in a language that’s appropriate for its line of business. The 
International Standards Organization (ISO) offers guidelines for compa-
nies to help develop that risk taxonomy. This risk infrastructure will help 
ensure that risks are being identified and tracked on a continuous basis.

Part II
Recommendations to overcome common challenges
The most common challenges that organizations face when putting risk 
management into practice stem from the fragmented and excessively theo-
retical nature of these systems. As a result, many organizations shy away from 
integrating risk management into performance management processes. 

Yet developing risk management processes carries the benefit of reducing 
some fragmented and typically redundant activities. But the larger benefit 
is in being able to recognize the growing interdependencies among the dif-
ferent types of risks. Without such an understanding, organizations might 
go down a path of mitigation steps that are based on inaccurate analysis. 

Once companies move away from considering risk in a siloed or fragmented 
fashion, they can create a process of common requirements. They can then 
begin the important process of translating those risks into common controls 
and objectives that are executed across integrated functions and departments, 
according to Karen dela Torre, Senior Director of Product Marketing at Oracle 
Corp. Dela Torre warns that organizations that address risk management 
without first integrating risks can fall well short of improving the effective-
ness of such programs while adding as much as 15 percent or more to costs. 

Unify individual risk management initiatives with a single platform
The best way to manage and integrate multiple types of risks is through an 
Enterprise GRC platform. This type of platform supports common pro-
cesses and common components for each requirement. But the enterprise 
GRC platform is not a one-size-fits-all approach. The platform must also 
be able to support the requirements that are specific to a particular risk. 
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Oracle’s approach is to provide a 

common platform that allows you to 

obtain an enterprise-wide view of risk 

and also have purpose-built modules 

on top of the common platform.

For example, in a banking scenario, measuring capital adequacy requirements are 
significant for Basel II assessment, but not for SOX or the bank secrecy act. The 
Enterprise GRC manager application lets companies use a common foundation to 
facilitate shared practices, re-use the work and re-use the information while indi-
vidually supporting the unique focus, processes and requirements of each initiative.

Oracle’s approach is to provide a common platform that allows you to ob-
tain an enterprise-wide view of risk and also have purpose-built modules 
on top of the common platform. This is because different risks will have 
specialized requirements in terms of which components are important and 
how the relationships between those components should be defined.

One platform can support many modules, which addresses the problem of 
fragmented risk management processes without imposing the one-size-fits-all 
solution. This eliminates the possibility of diminishing the value of special-
ized expertise that is often developed for individual risk requirements. 

Real-time analytics are built directly into the application to view 
and track key risk categories. Many are challenged by the timeli-
ness of key risk information, so it’s critical that the application provide 
real-time decision-making information for risk management.

Oracle’s Enterprise GRC is built on core components using Oracle fusion middle-
ware, which works across multiple transaction systems. A common foundation 
is the basis for creating specialized modules to handle different types of risk. 
For example, with IT risk management, the critical component is the asset that 
you’re managing, where it’s located, what part of the organization it’s associated 
with and what security standards or requirements that need to be tracked.

Establish a common and disciplined risk management process
A common platform can help risk management processes be readily understood 
by those who aren’t professional risk managers. Those managers within the indi-
vidual business units that are responsible for performance management can take 
advantage of this common process to align risk management with business goals. 

There are four key stages — based on the Australia/New Zealand 
model for risk management processes — to establish a common con-
text for managing risk events. These are: establishing a risk context, 
identifying risk, analyzing that risk and determining a response. 

Step 1 — Establish risk context. This first step defines the basic parameters within 
which risk must be managed. If you’re looking at managing strategic risk, for ex-
ample, the context might be to ensure that a firm stays on the leading edge of inno-
vation. If, on the other hand, you’re looking at managing IT risk, the context might 
be to safeguard the assets or systems that are clearly critical to business operations.
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One platform can support many 

modules, which addresses 

the problem of fragmented 

risk management processes 

without imposing the one-

size-fits-all solution.

Part of setting up the risk context is determining the risk criteria under which 
it should be evaluated. Decisions concerning whether the risk treatment is 
required can be based on different criteria such as operational, technical, 
financial, legal, social, environmental, humanitarian or other criteria. This 
step sets up the alignment between the internal and external context and 
helps define the value of going through the risk management process. 

Step 2 — Identify risk. The aim of risk identification is to gener-
ate a comprehensive list of sources of risks and events that might 
have an impact on business objectives. You can specify risks individu-
ally or import libraries of predefined risks such as financial compliance or 
risks associated with a certain category of business or industry. 

The system also supports the ability to survey stakeholders to build up the 
risk library and keep that risk library up to date by enabling risk propos-
als from stakeholders at any time. Workflows let users check for proposed 
risks through proper review and approval channels. This supports a top-down 
and bottom-up approach to risk identification and tracking. It’s important 
that you identify your true risk profile and make sure that you have mitiga-
tion accountabilities early on. Once you identify the library of risks, you can 
define the potential events and consequences associated with those risks. 

Step 3 — Analyze the risk. Through risk analysis, you can assess the 
level of risk and analyze the impact using quantitative and qualita-
tive analysis models. Analysis yields easily understood results in a graph 
and shows how risk levels have been changing over time. 

Once you analyze the risk, you can evaluate the risk, which involves comparing the 
level of the risk found during the analysis process stage with the risk criteria that 
was established when the context was defined. This critical stage — risk evalua-
tion — allows you to make decisions based on the outcome of your risk analysis. 
This lets you see which risks need attention and establish treatment priorities. 

Step 4 — Determine response to risks. Once significant risks have been 
identified, you need to define a treatment plan. Essentially you’re being 
proactive about how you’re going to act when a risk incident occurs. 

The treatment plan lists the tasks or steps that are needed to manage a risk, the ex-
pected effects of each task, and the person, team or automated control that will car-
ry out that task. A single treatment plan can accomplish several potential responses 
and graphical visualization tools help to determine the most effective response. 

Then when a risk event does occur, you can document the event or incident, 
link that event to risks, and leverage the pre-defined treatment plan that’s been 
established to respond to that incident. This step also lets you develop an incident 
and loss history. This is critical because the widespread absence of historical data 



BusinessIntellIgence
February 2010

Those managers within the 

individual business units that 

are responsible for performance 

management can take advantage of 

this common process to align risk 

management with business goals.

on operational risks especially has limited the applicability of more data-driven 
risk diagnostic tools such as conjoined analysis or Monte Carlo simulation.

Focus on high-risk areas and monitor control indicators for key risks
Data driven analysis can readily help managers to more accurately gauge the fre-
quency and potential severity of losses. Ongoing review and assessment is essential 
to ensure that the treatment plan remains relevant. What works today may not work 
tomorrow, so it’s important not to become complacent in risk management design.

Monitoring and regular review can reveal critical lessons from the risk management 
process by reviewing events and treatment plans as well as their outcomes. This 
should be incorporated into an organization’s performance management measure-
ment and reports system.

Risk management tends to provide information after the fact. The goal is to 
consider risk early enough so that there is an opportunity to respond proactively. 
The risk management process produces a “heat map” that shows high-risk areas 
to consider and how to develop a treatment plan for quick response. Control 
indicators show key risks. When you monitor control indicators for key risks, you 
will be aware of early warning signs that risk levels are increasing or escalating. 

Upside of managing risk
Risk management is traditionally thought of as a way to safeguard your assets 
and to hedge your bets. So, if you take an expansive view of what risk is, it’s 
basically uncertainty, volatility and a deviation from what you expect. Even 
though some tend to focus on the downside — the negative aspect of uncer-
tainty — there are also things that could happen that are to your benefit. 

When you manage risk well it can open up new growth opportunities as well as 
potential cost savings. If you’re a consumer products company, for example, and 
you have a way to develop suppliers in emerging regions, you can exploit that 
risk for a competitive edge. If you have the capability to manage supplier risk 
better than your competitors, you can likely achieve a long-term cost advantage 
that your competitors are going to have to catch up to. Managing a certain cat-
egory of risk better than your competitors can be a critical offensive strategy.

In addition to avoiding loss, the upside of managing risk is tied to performance. 
Organizations take risks all the time to improve their business. They’re not try-
ing to avoid risk altogether. The key is to understand and monitor that risk so 
you can set effective performance management strategies. If you’re going to 
grow aggressively in the market, you’re going to have to take on a proportionate 
amount of risk. So you want to set a strategy that can withstand the risks that 
might impact the business from achieving your preset performance levels. 
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