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Information is the lifeblood of most 
organisations, and we are all managing more of it 
than ever before.  Heavy reliance on information 
technology and online connectivity is making 
businesses more susceptible than ever to data 
breaches and cyber attacks.

Personal customer data and proprietary product 
information are among the valuable items 
cybercriminals set their sights on, and they are 
fast developing more creative and effective ways 
to steal it.  

Direct and indirect costs of data breaches are 
growing exponentially, with business 
interruption, lost market value and remediation 
expenses just some of the consequences.  
Financial penalties are set to soar further as 
Asia’s legal landscape rapidly evolves to target 
inadequate efforts by businesses to protect data.

These complexities have propelled the issue of 
data security beyond the I.T. department and into 
the boardroom. It is now the board and 
management teams who must answer the 
inevitable questions: What did you do to protect 
the data? How are you managing the risk?

WHAT DATA IS STOlEN?

Cyber criminals target information that can be 

quickly turned into cash with minimal effort, for 

example:
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CYBER CRImE ON THE RISE IN ASIA

Around 75% of Asia Pacific businesses have experienced 

cyber attacks, costing them as much as US$763,000 

annually, according to global research by data security 

software maker Symantec in 2010.

Reports of data or network sabotage, virus and Trojan 

infection, computer fraud and laptop theft, denial of 

service incidents and network scanning are ever 

increasing.  Data breaches affect millions of records a year 

– the top three reported losses are theft of intellectual 

property, customer credit card or other financial 

information, and personally identifiable customer 

information.  

 • Personally 
identifiable 
information 

 • Government ID 
numbers 

 • medical records 

 • Payment card data 

 • Email address 

databases 

WHO IS mOST AT RISK? 

Industries most at risk are those which commonly 

possess personal customer data, such as those in:  

 • Financial Services 

 • Retail 

 • Education

 • Healthcare 

 • Professional Services 

 • Technology

GROWING RISK FOR SmAll BUSINESS 

Small businesses are becoming more desirable 

targets than larger organisations, due to generally 

weaker security. Symantec’s research shows that 

since the beginning of 2010, 40% of all targeted 

attacks have been directed at small and medium-

sized businesses, compared to 28% directed at 

large companies. 

WHAT TYPE OF ATTACKS? 

SOURCE: Ponemon Institute 2011 (sponsored by ArcSite, 

an HP Company)

Frequency of cyber attacks experienced by 
benchmark sample of 50 organisations
The percentage frequency defines a type of attack 
categories experienced.
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In fact, for the first time in the seven year series of the 

World Economic Forum’s Global Risk Reports, “cyber 

attack” was named one of the top five most likely global 

risks facing business leaders and governments in 2012. 

Our dependence on “hyperconnectivity” is increasing, 

bringing new kinds of cyber vulnerability. 35% of the 

global population is online, up from 8% just 10 years ago. 

At the end of 2011, about 470 million smartphones had 

been sold worldwide, and this number is projected to 

double by 2015. Currently there are five billion devices 

connected and remotely accessible through the Internet, 

from cars, kitchen ovens and office copiers, to electrical 

grids, hospital beds, agricultural irrigation systems and 

water station pumps. This number is expected to reach 31 

billion in 2020.

As the ubiquity of the Internet continues to transform the 

way we conduct our business and personal lives with an 

ever-growing reliance on data and systems in the virtual 

world, it is unlikely that data breach and digital disruption 

trends will improve in the short term.  

This means attacks that would historically have been 

isolated incidents in the physical world can achieve an 

amplified, cascading effect through the virtual world.

While many companies across Asia feel more informed 

about cybercrimes, they are less confident than ever in 

their existing cyber security measures.

We are frequently bombarded with news of 

sophisticated computer hackers and viruses, but 

breaches can just as easily happen through lost or 

mishandled files, unintentional security breaches or 

illegal behaviour by employees. 

Low tech loss  
Data security is breached every day through the simple 

mistake of misplacing or being robbed of a USB stick or 

laptop that holds confidential data, and through 

improper disposal of computers or hardware.

Unintended exposure  
Unintentional exposure to “malware” (malicious 

software) by employees accessing “contaminated” 

websites or emails; emailing confidential business 

information using unsecured wi-fi hotspots; or using 

their own unsecure mobile devices and laptops for work 

purposes:  these are all a hacker’s dream come true. 

Malicious insiders  
Rogue employees may steal financial information, 

business plans, and client data, in either soft or hard 

copy form, intending to expose the data to competitors, 

start a competing business, or sell it. The vast majority 

of these malicious insiders leave the company before 

their acts are discovered. 

BEYOND I.T. AND INTO THE 
BOARDROOm 

The potential ramifications of data security breaches have 

elevated the issue beyond the I.T. department and into the 

boardroom.  Data protection has become as much a matter 

of good governance as it is a technology challenge.  

It is no longer enough to rely on anti-virus software to keep 

your company’s data safe.  A wide range of issues such as 

violation of privacy laws and intellectual property 

infringement constitute a much broader scope of cyber 

exposures.  

Directors and officers must now make it their business to 

understand what information their company holds, where 

it is located and how it is protected.  Boards need to 

analyse the potential impact a breach could have on the 

organisation and its likelihood of occurring, and be part of 

the effort to design and implement a far reaching program 

to both prevent breaches and prepare the organisation to 

respond properly if one occurs.  They must be able to 

answer to shareholders, customers, suppliers, business 

partners and authorities.  

managing the risk also requires a whole-of-company 

approach – involving every employee – to effectively 

defend against cyber-related threats and implement 

comprehensive protection mechanisms.

IT’S NOT jUST HACKERS TO BlAmE – EmPlOYEES PUT DATA AT RISK TOO
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THE COST TO BUSINESSES IS 
RISING 

Data security breaches can have serious implications to a 

company’s bottom line, from both direct and indirect 

costs.  Affected companies may suffer lost productivity, lost 

revenue, significant recovery costs and penalties, 

irreversible damage to the corporate brand and customer 

trust, and exposure to class action lawsuits. 

PENAlTIES ARE GROWING, 
BORDERS ARE DISAPPEARING 

Data privacy laws first appeared in Asia around 25 years 

ago.  However, the past year has seen more dramatic 

developments in the expansion of these laws than any 

previous year as legislative action accelerates to match the 

growing threats to privacy.  There are now five jurisdictions 

in Asia that have enacted data privacy laws – Hong Kong, 

Estimates by the Ponemon Institute suggest that, on 

average, a data breach costs US organisations an average 

of $214 per compromised record in 2010, markedly higher 

when compared to $204 in 2009. last August, the 

Ponemon Institute found the median annualised cost of 

cyber crime to U.S. companies was $5.9 million per year, 

up 56% from the previous year.  The same study found 

attacks had risen 44% from a year earlier. Undoubtedly, the 

liabilities will continue to grow and evolve as new perils 

arise and lawyers develop new causes of action, causing 

costs to rise further. 

Taiwan, South Korea, japan and malaysia – and others are 

in the process of forming or enacting laws. 

While businesses must be mindful of the relevant laws in 

their own jurisdictions, when it comes to global 

connectivity and cyber crimes, borders can become 

meaningless. If the personal details of a customer who 

lives outside your jurisdiction are compromised, your 

business could be subject to the laws of the customers’ 

country.

SOURCE: Ponemon Institute, sponsored by Symantec, 2010 Annual Study: U.S. Cost of a Data Breach, released march 2011
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COmPlEx lEGAl lANDSCAPE 

The table below highlights some of the main laws related to data privacy and/or the Internet.  Please note this is not an 

exhaustive list and is meant for illustrative purposes only.

China  • The P.R.C Tort Liability Law
 • Criminal Law and its amendment Vii

hong Kong  • Electronic Transaction ordinance
 • Personal Data (Privacy) ordinance

inDonEsia  • Electronic information and Transaction 
act

JaPan  • act on the Protection of Personal 
information

 • act on the Prohibition of Unauthorized 
Computer access

soUTh KoREa  • Personal information Protection act
 • act on Promotion of information and 

Communications network Utilization and 
information Protection

 • Use and Protection of Credit information 
act

MaLaysia  • The Communications and Multimedia act 
1998

 • The Personal Data Protection act 2010
 • The Computer Crimes act 1997

PhiLiPPinEs  • The Philippine E-Commerce Law,  
R.a. 8792

 • Data Privacy act of 2012 (R.a. 10173)
 • Cybercrime Prevention act of 2012  

(R.a. 10175)

singaPoRE  • The Electronic Transactions act
 • Computer Misuse act
 • Personal Data Protection Bill 

DATA BREACHES RIFE ACROSS ASIA  

In 2011, a major japanese gaming company was hacked 

resulting in the theft of 77 million account holders’ personal 

information. A further 24.7 million records were stolen through a 

related online entity of the company – in total, more than 100 

million records across 59 countries.  

According to reports, 420,000 client records were stolen from a 

South Korean financial institution in 2011, including financial 

ratings, credit information and passwords.  

A Hong Kong hospital announced a staff member travelling in a 

taxi in 2011 lost a USB drive with no password protection, 

containing 59 patients’ records with names, age, diagnosis, 

admission date and treatment notes. 

In march 2012, reports stated the Chinese subsidiary of a global 

database services company was under investigation for 

allegedly collecting private information of more than 150 million 

residents to sell for cold calling, in breach of consumer data 

privacy laws. 

In 2011, a japanese credit card subsidiary of global financial 

institution reported certain personal information of 92,408 

customers had allegedly been obtained and sold to a third party 

illegally. 

In December 2011, online reports stated the registration details 

of about 40 million users of a social networking site in China 

were found to have been leaked. 

TAIWAN  • Computer-Processed Personal Data 
Protection law 

 • Personal Information Protection Act

THAIlAND  • Data Protection and Privacy Bill (In 
progress)

 • Credit Information Business Act
 • Civil and Commercial Code

vIETNAm  • law on Telecommunications
 • The law of Information Technology
 • The law on Electronic Transactions 
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STEPS TO mANAGING THE RISK 

1. Identify, evaluate and prioritise the risks: Know what you 

need to protect. It’s important to understand your risks 

and security gaps so that you can take steps to protect 

your information.

2. Develop a proactive security plan: Consider password 

policies, endpoint protection, the security of email and 

Web assets, and encryption; evaluate whether 

on-premise or a hosted service would best suit your 

needs.

3. Review your insurance policy: Ensure your insurance 

policy covers you in case of a breach; if doesn’t, 

investigate other insurance options to ensure you are 

covered; and 

4. Communicate and educate employees: Develop Internet 

security guidelines and educate employees about 

Internet safety, security and the latest threats. Part of the 

training should focus on the importance of regularly 

changing passwords and protecting mobile devices.

ENSURE YOU HAvE THESE ANSWERS 

 • What information do we handle, collect, or store? What 

do we do with data or information that we no longer 

need? 

 • How do we share information – internally and with our 

trading partners, vendors and customers? 

 • How do we control access to our systems? How do we 

verify who is logging in? 

 • How do we control what software is running on our 

devices? 

 • How dependent are we on third parties for our critical 

infrastructure? Do we have recourse actions against 

them?

 • How are we using the cloud? 

 • How prepared are we to deal with a system outage or 

breach? 

 • Do we have a customer privacy statement?  

 • What security measures do we have? 

 • Do we regularly test our security both internally and 

externally?  

 • What are the likely impacts if there is a breach?

 • Do we have satisfactory internal controls and risk 

management procedures?

 • Are we informed on applicable privacy laws in countries 

where our business is leading us?

INSURANCE: mAKE SURE YOU ARE 
COvERED

many “C-level” executives have reached the conclusion 

that despite implementing the most robust cyber security 

measures and providing extensive employee education, 

there is no foolproof system for securing the confidentiality, 

integrity and availability of their data – or overcoming 

“hackability”. 

For this reason, more and more companies are assessing 

insurance options as part of their approach to risk 

management to ensure they have the most appropriate 

cover available. 

many traditional insurance policies typically do not 

respond to data security and privacy events.  For example: 

 • General liability policies often do not provide cover for 

damage to electronic data, criminal or intentional acts of 

insureds or their employees, or pre-claim expenses. 

 • Property policies typically limit coverage to damage to 

and/or loss of use of tangible physical property resulting 

from a physical peril, and to damage to tangible property 

only at specific locations.  Several insurers expressly 

exclude coverage for any damage to data. 

 • Fidelity/crime policies generally limit coverage to direct 

loss from employee theft of money, securities, or other 

tangible property.  Even broadened coverage under a 

computer crime extension often limits coverage to the 

cost of re-collecting or restoring the damaged or 

corrupted data.  Often these policies will expressly 

exclude coverage for actual theft of data or information. 

 • Errors and omissions policies often limit coverage to 

claims arising from negligence in performing specifically 

defined services and exclude coverage for criminal or 

intentional acts of insureds or their employees and pre-

claim expenses associated with a privacy breach.  

As a result of these gaps in traditional insurance policies, 

companies are finding that while their cyber risks are 

expanding, the insurance coverage for these exposures 

under traditional policies is shrinking.
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To fill these gaps, new cyber specific insurance policies 
have emerged.  The first cyber liability insurance policies 

were launched in 2000 and, since then, have evolved as 

insurers have gained a better understanding of cyber risks 

and risk management issues, and have aquired access to 

loss information.

Different organisations have varying needs, thus cyber 

insurance policies can be customised to include any or all 

of the following coverage:

 • Privacy and computer security; 

 • Information assets; 

 • Business interruption, including extra expense; 

 • Cyber crime; 

 • Cyber extortion;

 • Criminal reward funds; and

 • Crisis management. 

Having a robust cyber insurance policy can provide 

protection not only from the high costs associated with 

responding to a cyber breach (including both first party 

losses and third party liabilities), but also from the litigation 

and indemnity costs after a cyber incident occurs. These 

include legal expenses, data administrative fines, 

settlements, judgments, regulatory investigations, forensic 

investigation expenses, loss of business income, cyber-

extortion and other related business expenses – for 

example, privacy notification and monitoring expenses and 

public relations professional costs to repair reputation. 

Globally, there is a growing market for cyber risk-related 

insurance.  A World Economic Forum report estimates the 

annual gross written premium pool is around US$500 

million, with the market so far mostly in the United States. 

This is projected to grow over the next decade, especially 

due to recent regulatory and legal changes. For example, 

the US Securities & Exchange Commission (SEC) guidance 

released in October 2011 indicated that a computer breach 

should be viewed as a potential material event requiring 

disclosure regardless of whether the breach involved 

release of confidential data or not. The European Union 

and Asia have begun to adopt similar breach notice laws.

WHO NEEDS CYBER INSURANCE?  

Companies who should consider cyber insurance 

policies are those who: 

 • store personal information of customers or 

employees 

 • store proprietary company information 

 • generate revenue over the Internet

 • share confidential data with third party service 

providers 

 • have a website and publish content on the 

Internet 

As the market for these products matures, premiums have 

come down significantly and policy limits have increased.

It is not always simple to find the right coverage, for the 

right premium, and many coverage items are optional.  

Therefore, it is important to work with a risk management 

specialist to carry out a range of reviews to identify your 

main exposures, current mitigation activities and potential 

solutions. 

First, you must understand your risk profile. Completing a 

proposal form for a cyber-insurance policy may be a useful 

exercise to  highlight your areas of weakness.   It is also 

helpful to assess examples of other companies in your 

industry – what data breaches have occurred and what 

insurance was available – before you make a decision.

Once cyber risks are identified, an insurance wording gap 

analysis can be performed and decisions made to 

negotiate extensions to current wordings or place a 

specific cyber policy to either supplement existing policies 

or act as first line policies.  There are various forms of 

insurance policies, providing options for the most desired 

protection.
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Marsh’s Financial and professional risk (Finpro) practice specialises in developing solutions tailored to clients’ 
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