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INTRODUCTION

The information technology (IT) industry is undergoing a paradigm shift in the way

computing resources are procured. Cloud computing is emerging as a key area of focus for

IT decision makers and CIOs, and more recently, for CFOs, due to its ability to save costs,

increase business agility and deliver IT in an on-demand manner. Indeed, the use of cloud

computing has increased significantly over the last twelve months, driven by the benefits

mentioned above and the growing need to reduce both the capital expenditure (CAPEX) and

operational expenditure (OPEX) associated with IT.

What is Cloud Computing?

To assist in defining cloud computing, Frost & Sullivan has established a charter of sixteen

key attributes, which focus more on business aspects rather than the more commonly

discussed technical attributes of cloud computing.

Figure 1: The 16 Key Attributes of Cloud Computing

Source: Frost & Sullivan
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These attributes are useful in differentiating cloud computing from the traditional IT delivery

model, as well as identifying the differences between the various cloud-based delivery

models. This is illustrated in the figure below.

Figure 2: The Cloud Computing Spectrum

Source: Frost & Sullivan

Based on this spectrum, an IT implementation that only has three of these attributes is not

defined as cloud-based. To meet our definition of a cloud-based service, four or more

attributes need to be in place. Cloud computing involves private and hybrid cloud, as well as

public cloud, delivery models. However, the definition of private and hybrid cloud varies

significantly across the industry today. While for some organisations it means consolidating

and virtualising existing datacentres, for others using a private cloud means leveraging

private cloud services from a third party cloud service provider. Frost & Sullivan defines

private or hybrid cloud models as a broad spectrum exhibiting more than three and up to

fourteen attributes of the cloud charter.

A public cloud service therefore, by definition, involves more than fourteen attributes.

Existing public cloud services such as those offered by Amazon’s EC2 and NetSuite therefore

incorporate all sixteen of these attributes.
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ADOPTION OF CLOUD COMPUTING IN ASIA PACIFIC

In 2011, Frost & Sullivan conducted an end-user survey with 600 organisations in the Asia

Pacific region. The survey indicates that cloud computing is becoming increasingly adopted in

the Asia Pacific market and has emerged as the number one priority for a significant number

(38%) of businesses in the region. Moreover, a third of IT managers are experiencing

increasing pressure from top management to procure cloud services. Almost 30% of

businesses have now adopted cloud computing to some extent, with rapid adoption being

witnessed over the last few years.

Figure 3: Adoption of Cloud Computing in Asia Pacific

N=600

Source: Frost & Sullivan

IT decision makers in most organisations across Asia Pacific are increasingly recognising the

many benefits of cloud computing. These benefits include the ability to improve business

agility, cost reduction and a switch in IT spending from capital investment to operational

expenditure. Cloud computing is becoming increasingly critical as a means of gaining a

competitive advantage for today’s organisations. It is now a strategic issue.
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CLOUD COMPUTING MYTHS AND REALITY

Despite the various benefits of moving to cloud-based services, adoption of cloud computing,

and in particular public cloud computing, is being hindered by several myths. The most

common myths are as follows:

Figure 4: Cloud Computing Myths

Source: Frost & Sullivan

MYTH #1 – CLOUD COMPUTING IS LESS SECURE THAN ON-PREMISE
ALTERNATIVES

A significant number of IT decision makers still associate higher levels of risk with cloud

computing than with on-premise alternatives.

Figure 5: Risk Perception of Cloud Computing

Source: Frost & Sullivan
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Despite the unprecedented hype in the media and the growing adoption of cloud, 37% of

organisations still believe that the risks associated with cloud far outweigh the benefits.  More

users consider cloud to be riskier than on-premise infrastructure than those who do not. There

are continued concerns about the risks that cloud brings – in terms of control, security, privacy,

access rights and data retirement.

There is, however, no evidence to show that cloud computing is less secure than on-premise

alternatives. In fact, there are strong arguments to suggest the opposite. Major security

breaches in recent years have had nothing to do with cloud computing. For example, the Sony

security breach was a result of issues with encryption and involved a highly distributed

architecture. Similarly, other breaches in US Department of Defence, NASDAQ, the UK

Government and Citigroup were a result of human factors and incorrect processes.

Figure 6: Major Security Breaches in Recent Past

Source: Frost & Sullivan

Cloud computing is, in many ways, inherently more secure than on-premise alternatives. On-premise

systems by nature are usually distributed and therefore have more points of vulnerability. Cloud

architectures are more centralised and have fewer points of vulnerability. Furthermore, there is

significantly greater automation in cloud computing reducing the need for human intervention. As a

result, the chances of vulnerability through human factors are reduced to a large extent.

Cloud service providers also tend to focus largely on security than most organisations. Security

breaches would destroy their entire business and its credibility as a service provider. Therefore, the

cloud service providers are driving trust and confidence in their services through control and

visibility. Control is offered through high levels of availability and recovery velocity; comprehensive

access control; and data usage guidelines that define the lifecycle of data being moved into the cloud.

Visibility is provided into the cloud’s risk management frameworks; policies that ensure compliance

to relevant regulations; and governance measures that ensure policies and procedures are adhered to.

Distributed IT architectures are inherently less secure than centralised cloud computing architectures.
Distributed environments typically have more points of vulnerability than centralised ones.
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However, it is important to recognise that all clouds are not equal. Risk management and

security capabilities do differ, making it essential for enterprises to choose clouds that meet

their specific  security requirements.

MYTH #2 – CLOUD COMPUTING IS ONLY SUITABLE FOR
CONSUMERS AND SMALLER BUSINESSES

Cloud computing is a delivery model for IT services that is suitable for adoption across all

industries and different end-user segments. Consumers already have access to many free

cloud-based services such as social media, cloud storage, e-mail and others. The free nature

of these services and the convenience that they offer to consumers with multiple devices has

driven considerable uptake in the consumer segment.

For small businesses, the adoption of cloud has been primarily driven by the fact that they

have few or no legacy systems that need to be replaced or migrated to cloud-based services.

Furthermore, cloud computing today has brought enterprise class IT infrastructure and

services to these businesses, which they could not afford in the past. This has led to rapid

adoption of cloud services by small businesses.

However, in the case of large enterprises, they usually have requirements that are more

complex and often have legacy systems in place. These two issues have slowed the adoption

of cloud and most large businesses have taken a more cautious approach. This does not mean

that cloud is not suitable for large enterprises. Instead, this complexity leads to more

comprehensive enterprise-class service offerings that meet the stringent business and

regulatory requirements of larger organisations.

Furthermore, this has often led to the adoption of a two-tier deployment model where

subsidiaries or business units adopt a cloud-based service that integrates into an

organisation-wide on-premise service. A prime example of this has been the two-tier

adoption of ERP solution across many large organisations, offering them the best of both

worlds. While organisations may choose the traditional on-premise ERP such as Oracle or

SAP, subsidiaries or business units often choose to implement a cloud-based ERP for their

requirements, such as that offered by NetSuite. 

Leading Asian organisations such as Jollibee and NBTY (China) Trading Company have

experienced the benefits of adopting a two-tier deployment model – decrease in deployment

time, reduced total cost of ownership (TCO) and greater visibility. These benefits can also

make the two-tier deployment model an ideal choice in cases of new acquisitions,

divestments, and new market entry.

The recent Frost & Sullivan survey illustrates the different adoption levels between mid-

market businesses and larger businesses.
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Figure 7: Cloud Computing Adoption by Organisational Size

Source: Frost & Sullivan

Initially, individual business units within large businesses drove significant amount of cloud

adoption by these organisations. Now, having experienced the benefits of cloud computing,

these enterprises have often gained confidence in cloud services and are looking to expand

cloud usage across the organisation.

Although public cloud services are often perceived to be unsuitable for large enterprises,

there are many examples of large businesses using both private clouds and public cloud

services. The popular Groupon service runs on the public cloud and uses NetSuite to power

its ecommerce business across the world. In APAC, even highly regulated verticals such as

financial services, healthcare and government use public cloud services.

MYTH #3 – CLOUD COMPUTING IS NOT SUITABLE FOR MISSION
CRITICAL ACTIVITIES

The definition of mission critical activities is subjective and depends on the type of business

and the size of the organisation. The top-tier cloud service providers do have the required

technology, security and infrastructure in place to support mission critical workloads. While

there may be certain services that may not be entirely suitable for delivery through a public

cloud today, owing to issues around latency, extending that argument for all mission critical

activities is not appropriate. In fact, there is a significant number of businesses with mission

critical activities that run their business entirely in the cloud, such as Netflix, Jetstar and

Groupon. A number of IT giants, such as Google and Amazon, also run completely on cloud-

based infrastructure and services. 



frost.com10

Frost & Sullivan has witnessed an increasing number of mission critical applications moving

into the cloud across Asia Pacific. ERP, CRM and HRM are commonly delivered applications

from the public cloud today. Workloads in the public cloud offer significantly greater business

agility in comparison with a private cloud or a traditional delivery model. Agility in itself is

mission critical to organisations today to respond to the dynamic business environments. The

ability to scale up or down resources almost instantaneously is a massive advantage of public

cloud services.

The increased use of smart phones and tablets by senior executives has led to the

proliferation of mobile devices into the work place, and this is also driving mission critical

workloads into the cloud. These mobile devices are not designed with large data capacities

or compute resources. Instead, they are designed to access data located remotely in the

cloud. Moving increasingly into the post-PC era reinforces the move to public cloud

environments.

Finally, according to our survey of medium and large businesses across Asia Pacific, 67% of

server infrastructures are now virtualised. In some countries, such as Australia, this number

is significantly higher and close to 85-90%. Virtualisation is a key step on the journey towards

cloud computing as it enables multi-tenancy, scalability and elasticity. It is one of the key

ingredients to achieving the business agility as described above. Mission critical workloads

are expected to share this journey.

MYTH #4 – PRIVATE CLOUDS OFFER THE BENEFITS OF CLOUD
COMPUTING WITHOUT THE DRAWBACKS

Cloud computing may be deployed in two models – public clouds and private clouds. There

is an increasing belief that by opting for a private cloud environment, businesses can achieve

all the benefits of public clouds, without having to lose control, and face the security

concerns of public clouds. 

However, this is not entirely true. Typically, private clouds do not offer the following benefits

that are usually offered by public cloud services.

Figure 8: Private Cloud does not offer all of Public Cloud Benefits

Source: Frost & Sullivan
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Opex instead of Capex: Private clouds are primarily virtualised automated versions•

of existing datacentres and continue to be Capex extensive in nature as opposed to

offering the true Opex-based pay-as-you-go model of public clouds.

Limited scalability: The scalability of a private cloud is limited to the amount of built•

in capacity in the datacentre. Public clouds are run in significantly greater environments

comprising massive datacentres in multiple locations that provide a great deal more

scalability and business agility than private clouds.

Economies of scale: Being run out of large datacentres and serving multiple•

customers creates greater economies of scale for public clouds in comparison to private

clouds that serve a single business.

Limited need for support services: To deploy, monitor and manage private cloud•

environments, an organisation needs access to new skills and talent, as well as support

services. However, public clouds are run by specialised service providers and hence,

there is little need for specialised skills and support services.

CONCLUSION

The term cloud computing has become a key theme for 2012 IT discussions and there is

increasing buzz around the impact that cloud will have on businesses. Cloud-based services

are being offered in various forms and in different pricing models. This has resulted in various

myths or misconceptions about the realities of cloud computing. The differing marketing

messages of service providers also highlight the various different aspects of cloud computing

to customers, as most service providers are emphasising the benefits of their particular

solution and are not providing a holistic picture of the benefits of cloud computing.

Hence, it is essential for organisations to dig deeper beyond the marketing messages and IT

jargon to really understand the cloud services offered by different service providers and

identify which solution best suits their individual business requirements. Not all clouds are

equal. However, there is a cloud service out there that suits every organisation, despite many

myths to the contrary.

Frost & Sullivan
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