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Introduction
The uncertain global economy over the past five years has created several 
challenges relating to the management of information security and data, 
with outcomes that can have serious implications for the business. In today’s 
world, it is crucial to have well-defined strategies for information security 
and data that can provide the business with a competitive advantage.

Nowadays, organisations are generating significant amounts of mission 
critical data. This concentration of data, coupled with relatively easy global 
access throughout the ecosystem magnifies the exposure of data security 
risks for businesses.

The evolution of the CFO’s role over the past decade means that 
they need to focus on financial stewardship and at the same 
time, have a strong understanding of key technology issues such 
as information security and data. While CIOs manage specific 
threats on wireless networks, servers, and the cloud, CFOs are 
responsible for approving the IT spend and are involved in 
managing exposures arising from any data security incidents. 
Therefore, CFOs need to understand and get involved in data 
security planning.

Moreover, given the exponential amount of data that is being 
generated, CFOs are also challenged with producing more 
accurate forecasts of their business, complying with ever-
changing regulations and reporting more frequently based on 
newer streams of data. There is a rush to understand and derive 
value from business analytics, but these initiatives are often 
siloed and often add little or no value.

Results from PwC’s Global State of Information Security Survey 2013 
indicate that only 46% of CXOs in Asia believe that they have an effective 
information security strategy in place. To understand the role of the CFO in 
leveraging technology, PwC Singapore in partnership with the Singapore 
CFO institute, conducted two separate Focus Group discussions on data 
security and business analytics in Aug 2013. Participants included CFOs 
and senior finance professionals from local and multinational companies in 
Singapore.  During these discussions, participants shared their perspectives 
on the nature of partnership between CFOs and CIOs, their understanding of 
various key issues such as the privacy, data protection, regulations and the 
use of business and social media analytics within their firms. The following 
report incorporates the key findings from these discussions. 
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Participants suggested the addition 
of new data classifications to remove 
any ambiguity associated with 
data that is not confidential, but 
‘necessary’.

Overall, there was a general concern 
that corporate Enterprise Risk 
Management (ERM) programmes do 
not have sufficient focus to provide 
detailed guidance relating to data 
classification and IT security.

“[The] ERM committee will 
identify what is confidential, 
and assign stringent data 
classification.”

Ho Tuck Chuen, JTC

Privacy/
Data 
Protection

Participants agreed that the most 
important aspect of working with 
the PDPA is to identify current stored 
personal data and classify them 
accordingly.

“CIOs are good at assessing 
policies, but do not know 
what kind of data is kept.”

Chow Kam Wing, Micro-Mechanics

The goal of Singapore’s Personal Data Protection Act (PDPA) is to provide 
greater assurance on how personal data is handled within organisations, 
throughout its lifecycle to strengthen Singapore’s competitiveness and 
position it as a trusted, world-class hub for businesses. The law was recently 
passed in 2012, and will be enforced in phases commencing January 2014.

In order to remedy the structure, 
participants drew on experiences 
from their own organisations and 
suggested that any responsible 
organisation should set up 
committee(s) to address different 
risks such as corporate governance, 
risk management, IT security.  In 
some organisations, the IT security 
committee is led by external 
individuals.

Figure: Personal Data Protection Act (PDPA)
Source: PwC
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Notes and quotes captured during the focus group discussion
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The framework for a data protection 
policy an organisation chooses to 
put into action must be capable of 
articulating the do’s and don’ts of 
data management to employees of all 
levels. The key points in a good data 
management policy would include 
guidance on need to know basis for 
data access, segregation of duties, 
and penalties for non-compliance. 
Therefore, smaller teams are 
generally preferred when handling 
sensitive data.

While participants agreed that it 
is the responsibility of the CFOs to 
inform CIOs and IT security teams 
about important data, there was no 
consensus on whether information 
security could be categorised as a 
technology or business issue.

“A CIO sees things from end-
to-end, giving CFOs peace of 
mind”

Low Wai Peng, Sentosa Leisure 
Group

“Banks will publicly 
discipline a person for 
internal breaches.”

Alice Tan, LTA

Participants also felt that data 
security measures depend on the 
type of organisation handling the 
data and the data itself. There cannot 
be a “one-size fits all” solution

The PDPA covers individuals, 
rules of transfer, consent and 
computer misuse; all this ties into 
data management expectations for 
organisations as well as the handling 
of intellectual property. As not all 
sensitive data is digital, there are 
numerous instances where insiders 
have found ways to bypass internal 
rules on data security.

For example, physical documents 
with client information can be taken 
to a competitor by a disgruntled 
employee.  The participants agreed 
that penalties for the misuse of 
physical data would be no different 
from digital data. Assuming that the 
organisation responds appropriately 
by increasing the extent of 
monitoring and by levying penalties, 
a number of potential violators can 
be deterred from committing such 
offences.

Participants felt that there should be 
a program in place to monitor insider 
access and misuse with management 
oversight.  This is the most effective 
way to prevent internal threats 
before they can cause any damage to 
the organisation.

When handling internal security 
risks, it may fall on the CFO to take 
charge of investigating and resolving 
the case, but in order to maximize 
efficiency; all departments must 
work together and accept equal 
responsibility for both prevention 
and damage control.

Notes and quotes captured during the focus group discussion
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Cloud 
Computing 
and Social 
Media

Cloud computing is becoming more prevalent in today’s business environment. 
Regardless of the organisation’s stand on whether or not it should be allowed 
for official data storage or transfer, the organisation should have insight into 
employees that use cloud computing services. 

Figure: Process Information Security Safeguards
Source: PwC, Consumer privacy: What are consumers willing to share? July 2012

“CFOs must have a strong 
knowledge of IT trends. They must 
understand how to leverage the 
technology to improve business.”

Ho Tuck Chuen, JTC.

In any organisation, the majority 
of employees have at least one 
private e-mail account. Although 
most organisations have strict 
policies regarding the forwarding 
of information to private e-mail 
accounts, several employees still 
follow this practice instead of 
using physical copies in the office 
environment. 

Participants stated that the key to 
preventing employees from leaking 
information outside corporate 
databases is discipline and 
awareness. Stricter penalties must 
be put into place if an employee is 
discovered sending information 
to a private e-mail account. The 
IT department must also increase 
efforts to monitor employees. In 
order to do this, CFOs and CIOs must 
work together to understand the 
underlying issues.

Participants agreed that in order to 
work with IT teams, communication 
channels between the finance and IT 
departments need to be improved. 
The role of finance is to improve 
productivity and search for dynamic 
solutions while deterring people 
from exploiting systems for personal 
gain.

Across industries, organisations are struggling to keep pace with the adoption of cloud computing, social 
networking, mobility, and use of personal devices. Yet these new technologies often are not included in 
overall security plans even though they are widely used. In a recent survey, for instance, we found that 
88% of consumers use a personal mobile device for both personal and work purposes.2

What process information security safeguards does your organisation currently have in place?                       
(Not all factors shown. Totals do not add up to 100%.)

2011 2012

50%

40%

30%

20%
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0%

Cloud security strategy Mobile device security strategy Social media security strategy Security strategy for employee 
use of personal devices in the 

enterprise

Notes and quotes captured during the focus group discussion
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Participants suggested forensic 
analytics as a potential remedy 
to this problem. In this process, 
consultants write business rules, 
identify exceptions and analyse 
records and findings; they then track 
improvement over time.

As far as internal security is 
concerned, participants opined that 
an important first step is educating 
employees on the rules of social 
media activity during work. 

“If there is a conflict within 
an organisation, it should be 
mediated and resolved without any 
information going on Facebook.”

Chow Kam Wing, Micro-Mechanics

Participants felt that the degree 
of cloud computing integration 
within a business model needs to 
be determined by a CFO and the 
IT security team. Since CFOs are 
also concerned with organisational 
risk, they would naturally be 
inclined to participate in decisions 
regarding cloud computing. It can 
be inexpensive and easy to access 
alternatives to large databases; but 
the trade-off is the lack of direct 
control. Generally, CFOs lack the 
depth of  knowledge to make informed 
decisions on this matter, so CIOs and 
IT security teams must make sure 
the CFO has sufficient knowledge to 
recognize the circumstances under 
which cloud computing would be a 
competitive advantage.

Participants opined that storing non-
operational data within the cloud 
is a relatively safe option. However, 
before any information is stored with 
a cloud provider, there needs to be a 
clear understanding of the provider’s 
policies, such as termination clauses. 
The organisation needs to know the 
exact details of what happens to 
data after termination of contract 
with the service provider. However, 
participants admitted that it is 
challenging to select the right service 
provider if there is insufficient 
transparency on such matters from 
cloud service providers.

The second step would be to 
integrate social media into business 
analytics in order to detect unusual 
trends concerning the organisation. 
Recognizing patterns can be an 
incredibly powerful preventative tool 
when dealing with internal security 
risks.

Notes and quotes captured during the focus group discussion



10

Cyber 
Security Over the past few years, cyber-security has emerged from being just an IT 

concern to one that has become a key focus for boards and management. 
Participants mentioned that cyber-attacks are a subject they are usually 
always concerned with. In general, no organisation is completely secure. 
In this regard, an important question that was raised is whether this is a 
corporate governance or an IT issue. Some participants believed that it was a 
combination of both, whereas others felt that it was a separate issue in itself.

Figure: Security Market Paradigm Shift
Source: PwC US Cyber Security Briefing March 2013

Participants discussed various 
ways through which organisations 
could expose themselves to cyber-
security risk.  When data is stored in 
a database or system, organisations 
would naturally want to connect 
their systems together to maximize 
the value of the information. 
However, this connection links the 
vulnerabilities of different systems as 
well. 

A prime security concern is also 
choosing the right bank to do business 
with. The right bank will ideally 
have the best security measures 
for electronic banking. As the 
complexity of banking transactions 
has increased, technology has also 

caught up to provide the necessary 
tools to complete these transactions, 
efficiently and in a secure fashion. 
Banks now have a greater number 
of controls, which trade security for 
speed. Despite new risks emerging 
all the time, e-banking is unavoidable 
and organisations must have faith in 
their banks at all times.

“Internal security risks can’t be 
eliminated. There will always 
be people who have access to 
confidential data.”

Chow Kam Wing, Micro-Mechanics
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Security Market Paradigm Shift:

Assumed state of compromise

•	 Significant	and	evolving	cyber	threats	unlike	ever	before
•	 Highly skilled/motiated, and yet patient adversaries, including nation states
•	 Increasing speed of business, digital transformation, and hyper connectivity 

across supply chain and to customers
•	 Massive consumerization of IT and reliance on mobile technologies
•	 Increasing regulatory compliance requirements (e.g. SEC Cyber Guidance)

Focus on security technology 
for the perimeter

Focus on enhanced layers of 
security, adoption of incremental 
sercurity solutions

Heavy focus on identity 
management – right people, right 
place, right access

Notes and quotes captured during the focus group discussion
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 The Role of Ethics

One of the most overlooked aspects 
of internal data security is to have 
a clearly defined code of ethics. 
This code should be reviewed and 
emphasised on a regular basis, 
especially to entry level employees, 
who may not have a specific idea of 
which acts cross over into criminal 
activity. A clear set of rules will 
establish a sense of togetherness and 
guidance.

The organisation should also review 
the ethical standards in other 
countries in which it operates or 
from where its employees come, as 
what is acceptable in one territory 
may not be acceptable in another. To 
remove any ambiguity, participants 
agreed that employees should be 
assessed on corporate ethics on a 
regular basis. Participants felt that 
conducting such assessments on a 
sustained basis helps in reinforcing 
the right values amongst their 
employees

Notes and quotes captured during the focus group discussion
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Conclusion
To successfully prevent online security risks 
in the business, CFOs, CIOs and department 
heads need to work closely with each other.  
CFOs should also develop a more technical 
focus, whereas CIOs should recognize 
the strategic role played by IT, and should 
develop a more business-oriented mind set.

Participants felt that any policies written by 
the IT department should be understandable 
by everyone in the organisation, including 
those without a technology background. 
Eventually, everyone unanimously agreed 
that effective communication between 
concerned stakeholders is the most crucial 
aspect for success. 

As a closing thought, participants felt 
that CFOs could enable the education 
of employees across all departments on 
the importance of security and its role in 
enhancing overall productivity and company 
performance. This could be achieved 
by offering continuous ethics education 
on a regular basis and by promoting 
activities that drive greater awareness and 
engagement amongst employees. 

“IT is no longer a supporting 
function; it will be leading along 
with management.”

Lo Wai Peng, Sentosa Leisure 
Group
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Checklist on Data Security 
Legend for the allocation of management priorities

A – Agree, this is a priority
B – Nice to have, but not an immediate priority
C – Not a priority
D – Already in-place and running effectively

Areas for consideration Priority Responsibility

Cybersecurity strategy and capability

An integrated cybersecurity strategy is a pivotal part of our business  
model

Our strategy considers the full scope of security: technical, physical, 
process, and human capital

We have the required resources and/or approved investment budget

We have the security capability to advise internal business leaders  on 
critical threats, emerging technology, and our strategic initiatives to 
protect the business

We have an incident response plan for cyber security issues and it has been 
tested

We periodically explain our cybersecurity strategy to our stakeholders, 
investors, regulators, ecosystem partners, and other stakeholders.

Understand and adapt to changes in the security risk environment

We know what information is most valuable to the business

We have prioritized security to protect those assets accordingly

We are able to quantify the business impact if those assets were to be 
compromised

We know how many security incidents have occurred in the past year, and 
understand the nature of those incidents

We understand the significant changes in the cybersecurity threats facing 
our business
Shared vision and culture

The chief information security officer’s role involves reporting, indepen-
dent of IT, to the board or an executive leadership team that has cyberse-
curity as a key focus

Our employees understand their role in protecting information assets

We document cybercrime threats as part of our corporate risk register and 
regularly discuss it at board and senior management meetings

We have appropriate verifiable assurances from suppliers and service pro-
viders on their cybersecurity programs

We actively monitor, audit, and remediate the cybersecurity risks across 
our portfolio
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Areas for consideration Priority Responsibility

Privacy and Data Protection: Governance

We have a dedicated person or team responsible for overseeing data  
protection program and handling inquiries

We have formalized our Privacy or Data Protection Policy, and other  
policies and procedures relating to the handling of Personal Information

We have defined roles and responsibilities relating to how data protection 
is managed in our organisation

We have instituted training and awareness program which routinely  
informs staff of regulatory and company data protection and data han-
dling requirements

We have put in place a programme to audit data protection and monitor 
user compliance with policies

We have accurate data flows and inventory of personal data held within 
the organisation

We have a programme to oversee third parties handling of personal data 
on our behalf

Privacy and Data Protection: Privacy Processes

We get appropriate consent when obtaining personal data

We have a formal process to handle complaints regarding inappropriate 
use of personal data

Personal data in our organisation is retained for specific periods of time 
(not indefinitely) and destroyed appropriately when the time period 
expires

Individuals are provided with the opportunity to access and correct  
personal information that our organisation holds about them

We have a formal process to restrict usage of information arising from 
withdrawal of consent or do-not-call registry

Personal data is only provided to external parties based on need to know 
and when adequate protections are in-place
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Areas for consideration Priority Responsibility

Cloud Computing

We have established a company-wide documented policy  for appropriate 
use of Cloud Computing Services

An information management liaison has been appointed to manage an 
inventory of Cloud Service Providers, evaluate policies of on/off boarding 
including back-out policy considerations

All Cloud Service Providers have undergone a formal risk assessment as a 
preliminary step to contract negotiation

There is a process in place to periodically review the commitment of the 
Cloud Service Provider throughout the duration of the contract

All contracts have been reviewed by legal (rights & obligations), internal 
audit (rights to audit) and IT (service level agreements)

Integration and interfaces with our existing systems have been  
fully considered

There are processes in place to monitor data usage and any bursting 
charges incurred

There is a process in place for forecasting spending and trends

All user control considerations have been fully considered

Social Media

We have an organisational policy on social media usage for employee and 
corporate purposes

We have a process to oversee tasks and resources required to execute our 
social media initiatives 

We have a process to monitor and measure social media landscape 

We have assessed the different social media channels or Social  
Collaboration Platforms available and made an informed decision about 
which channel to focus on or the platform to adopt

Relevant regulatory and legislative requirements have been assessed and 
are reflected in our internal procedures and policies

Our organisation has a detailed plan in place to deal with crises related to 
social media

We have a program for social media listening activities and we periodically 
monitor its effectiveness

Participant List

Name Designation Organisation

Mr Chow Kam Wing CFO Micro-Mechanics (Holdings) Ltd

Mr Ho Tuck Chuen Group CFO JTC Corporation

Ms Low Wai Peng CFO Sentosa Leisure Group

Ms Alice Tan Group Director, Corporate Services Land Transport Authority

Mr Victor Ten CFO YCH Group
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Business 
Analytics 
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Introduction 
to Business 
Analytics

Complementing the previous topic of information security, it is also important 
to examine the nature of information being generated internally and the 
CFO’s responsibilities relating to business analytics. 

Business analytics refers to skills, techniques, applications and practices to 
extract actionable insights from data in a timely manner. Transforming data 
through information into analytics, insight and action requires a program 
that addresses process, data, technology and organisational structure 
requirements to enable access to the right information for the right people at 
the right time to make fact based decisions.

Figure: Business Analytics Roadmap
Source: PwC

Business analytics is used by 
companies committed to data-driven 
decision making.  Recent surveys 
show that organisations which adopt 
data-driven decision making have 
5-6% higher output and productivity. 
Furthermore, the relationship 
between data-driven decision 
making and performance also 
appears to improve asset utilization, 
return on equity and market value.

All the participants agreed that 
business analytics is necessary 
for optimizing an organisation.  
One participant indicated that 
productivity in their company 
increased by 5-10% because of their 
emphasis on business analytics. 

Participants also mentioned that 
although analytics are an integral 
part of a fully optimized business, 
current management practices leave 
a lot to be desired. Data analytics 
operations in most companies 
are siloed with every department 
using their own tools and reporting 
formats. The bigger question is 
how businesses can link everything 
together into actionable intelligence. 
And most importantly, how can 
a business transition from being 
reactive to be predictive.

Data

Information

Analytics

Insight
Action

Value

Notes and quotes captured during the focus group discussion
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“Businesses want predictive 
analytical tools,  productivity 
and better management of our 
resources. We want to be able to 
plan ahead and provide adequate 
staff during appropriate hours.”

Elaine Loh, DFS Ventures

Participants reported that business 
analytics in their organisations is 
managed by a range of individuals 
including individual department 
heads and finance directors/CFOs. 
The general consensus was that 
business analytics is too large for only 
one person, or even one department. 
There are simply too many silos 
and too much variety in incoming 
data. It is up to every department to 
standardize their systems and for IT 
to compile the information.

In order to standardize information 
coming in, there needs to be a 
set of processes in place. Some 
organisations rely on their IT 
departments to create an algorithm 
for data standardization and to 
distribute it across the board in a way 
that can be understood by everyone 
in the chain of command. The 
algorithm must also be applicable to 
information coming from overseas.  
Some participants felt that the 
responsibility for standardizing 
overseas information falls on the 
CFO, but that isn’t always the best 
course of action as employees may 
still differ on their opinion on how 
data should be formatted.

One of the solutions discussed 
by participants was the uniform 
standardisation of incoming 
information from all sources. 

“Standardisation is a process 
involving multiple stakeholders. 
However, the CFO needs to take the 
lead on standardization”

Choo Chek Siew, Comfort Delgro

“In GE, incoming data from all 
countries in the region needs to 
conform to the standard format. 
This saves time and makes the 
process efficient.

Siok Peng Tan, GE

Some other participants offered the 
view that business analytics should 
permeate all business units within an 
organisation. Based on experience, 
participants reported that business 
analytics is only used for projections 
and to conduct sensitivity analyses. 
Additionally, every department 
develops their own report using 
disparate systems. Most participants 
agreed that there is a need for 
systems to communicate with each 
other and generate insights which 
benefit the overall business

For standardization of information, 
organisations must implement 
an information management 
framework covering a standard 
policy for information capture, 
governance structure, usage 
analysis and reporting within the 
organisation. Departments must also 
allocate specific data owners who 
are accountable for the quality of 
data generated in their department. 
Often, entry level employees may 
not recognise the significance of 
information submitted to senior 
management. Additionally, it is 
critical to have a standard policy 
for information capture, usage, 
analysis and reporting within 
the organisation. Data captured 
through rigorous processes using 
standardised tools is more reliable 
and can be used for predictive 
analytics.

Notes and quotes captured during the focus group discussion



19

Google and Amazon were cited 
as examples of companies with 
exceptional analytics processes. 
They use small teams, have a good 
governance structure, and apply 
sophisticated technological tools.  
Data management is consolidated 
to ensure standardisation and 
oversight.  Amazon lives up to its 
promise of delivering products at 
incredible speed due to good IT 
governance, management, and 
timely extraction of insights from 
available information.

“We [Clifford Chance] are a global 
company and analytics processes 
are centralised and managed by 
the HQ in London. Local Offices 
don’t have a big  say in this 
decision making process.”

Ganesh Prabhu, Clifford Chance

One of the participants provided 
insight on how to gain headquarters’ 
buy in when dealing with rigid 
format requirements. He pointed 
out that taking up a problem with 
headquarters is a process that 
requires support from various 
partners, so forward planning and 
demonstrating value is absolutely 
crucial. 

“Finance can build a business 
case by demonstrating higher 
productivity at a lower cost.”

Annie Lee, DBS

The biggest problem facing 
companies regarding data 
streamlining is the responsibility 
piled upon the CFO. The CFO is 
expected to help define the bulk 
of massive amounts of incoming 
data. This is not an issue for smaller 
companies with minimal data to 
analyse, but tends to be a significant 
challenge for larger organisations. 
One solution offered to remedy this 
is to find well rounded employees 
who possess knowledge of both IT 
and business. 

“When money is scarce, internal 
systems take a backseat and 
investment is guided towards 
customer facing tools/
technologies.”

Ganesh Prabhu, Clifford Chance

Notes and quotes captured during the focus group discussion
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Big Data and 
Social Media 
Analytics

The type of actionable data has progressively moved from structured to semi-
structured to unstructured data over a period of time.  Only 5% of data is 
currently in a structured format.

In today’s world, big data is defined 
by four V’s: volume, velocity, value 
and variety. 

• Volume – data growth is the 
biggest data centre hardware 
infrastructure challenge for large 
enterprises (terabytes to petabytes)

• Velocity – how fast is the data 
created and transmitted

• Variety – all types of data are now 
being collected (structured, semi-
structured and unstructured)

• Value – mining the valuable pieces 
of data from among data that does 
not matter

Most data that companies are dealing 
with is unstructured, but companies 
with leading analytical processes 
conduct frequent analytics to derive 
insights. While dealing with massive 
amounts of data, the best in class 
companies are those that answer 
the key question: What should we 
capture? 

“We need to make data visual to 
make people comfortable with the 
concept. Also, the top management 
is interested in data that tells a 
story”

Elaine Loh, DFS Ventures

From a CFO’s perspective, it has 
become extremely important to work 
closely with IT in order to formulate 
solutions. CFOs are often unable to 
assess the quality of data they receive 
and depend on the IT department to 
help them make this judgement.
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“CFOs challenge is to keep in touch 
with the latest developments in 
technology and tools”

Choo Chek Siew, Comfort Delgro

Figure:  Evolution of Big Data
Source: PwC

Notes and quotes captured during the focus group discussion
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Participants felt that in situations 
where massive data is generated, it 
should be streamlined and analytics 
should be conducted at every level. 
However, the CFO should be well 
informed of the objectives of doing 
this and assign responsibility to 
appropriate persons for the creation, 
maintenance and deletion of data. 
Specific teams should be formed to 
determine the relevance of existing 
data, and the necessity of obtaining 
new data. Ultimately all the data 
capture and analysis should help 
generate insights that has important 
business implications

the CFO of the future will need to be 
savvy on market trends and instruct 
marketing what sort of data should 
be tracked. Ultimately, the CFOs 
should play a key role in making the 
senior management understand the 
importance of social media analytics 
and how it could potentially benefit 
the business.

“We use social media sites such as 
Linkedin for recruiting potential 
candidates and understanding 
their background and experiences”

Ganesh Prabhu, Clifford Chance

Participants mentioned that in 
their organisations, social media 
analytics is handled by their 
respective marketing departments. 
Current practices for social media 
data collection/analytics are largely 
unstructured and very often, there 
are no specific targets when mining 
for information apart from the 
goal of “collecting and analysing 
sentiments.”  Participants feel that 

“At the moment, the finance 
department is not producing 
enough data to help the business. 
Most useful data is being generated 
by the frontline teams”

Choo Chek Siew, Comfort Delgro

“Data management needs to be an 
organisation-wide strategy driven 
top-down from the CXO level. This 
requires a change in mindsets.”

Tan Siok Peng, GE Oil & Gas

Organisations could consider 
following steps to explore business 
value using Big Data:

• Engage business users to find 
suitable use cases

• Understand what is hype and what 
can really benefit the business

• Determine the value of the insight 
to the business and the risk of not 
doing

• Identify what constitutes success 
and what is the exit criteria

• Undertake a review of current 
Information management strategy 
to understand how big data is to be 
positioned

• Start with a proof of concept to get 
buy-in within the organisation

Notes and quotes captured during the focus group discussion
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Data 
Management 
and 
Governance

In the information age, data is one of the biggest assets that every company 
possesses. The CFO needs to understand various data regulations that the 
organisation needs to comply with, define accountabilities and above all, use 
data to drive business efficiencies.

Figure: Data Management Maturity
Source: PwC

Data governance is an integrated set 
of policies, standards, procedures, 
responsibilities and organisational 
actions that is used to make data 
become a company-wide asset and 
improve the information supply 
chain.  It produces sustainable value 
to the business by integrating single 
data management initiatives and 
creating a data quality culture.  

“Ownership of financial data 
is very clear; however for other 
business units, data ownership 
guidelines are not very clear. 
Usually finance is not interested in 
collecting other departments’ data 
unless they are required to”

Elaine Loh, DFS Ventures
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Regulatory environment within an 
industry is another determinant in 
the adoption of formal policies and 
processes for data governance. For 
instance, in a tightly regulated sector 
such as financial services, most 
companies follow some form of data 
governance policies.  Similarly, in the 
public sector, companies attach a lot 
of importance to data governance. 
For several other industries, policies 
are relatively loosely defined.

One of the key areas of discussion 
was around who should be the 
best person to champion data 
governance within an organisation. 
Some participants felt that this 
should be the responsibility of 
individual business unit leaders, 
while others felt that it was the CFO’s 
prerogative.  Overall, there was a 
lack of consensus on the best person 
within an organisation to drive data 
governance.

Data governance is a business driven 
issue. It should be sponsored by a 
team of business executives. PwC 
considers data governance not as a 
feature, but as a mandatory process in 
order to achieve sustainable growth 
and data quality. Therefore, it needs 
to have strong endorsement and 
support from senior management to 
succeed.

“Who should be the best person 
to drive data governance? Does it 
necessarily have to be the CFO?”

Steven Lwi, Declout

Participants agreed that legacy issues 
normally dictate the importance 
assigned to data ownership in certain 
organisations. Certain departments 
have a very well-defined chain of 
command for data ownership and 
clearly articulated governance 
structures.

Notes and quotes captured during the focus group discussion
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Conclusion
With the immense amount of data 
available today, organisations and 
governments are grappling with how to 
tap into the vast opportunities analytic 
insights can bring to help them rise 
above their competitors; but most 
organisations don’t know how – or don’t 
have the capability – to effectively use 
data and analytics to their advantage. 
As data trends continue to mature, 
such analytic capability will become a 
major differentiator for competing and 
excelling in most industries. 

Organisations should focus on improving 
overall performance by aligning well-
defined problems and hypotheses, 
gathering relevant data to perform the 
right analysis, and using analytic insights 
as a basis for actionable plans and 
measurement.

Improved competitive advantage can 
be created by unlocking and executing 
insights from enterprise data. The 
challenge however, is to identify and 
prioritise the areas that will provide the 
fastest return on investment. Majority 
of organisations lack the bandwidth 
to prove the value of their information 
strategy, so getting it right the first time is 
critical to driving this important agenda.
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Areas for consideration Priority Responsibility

Formal data strategy and information management policies

We have a formally defined data strategy that includes data ownership 
and data management, and which is aligned with business objectives

We consider data as a strategic corporate asset

We have created information management policies that include items such 
as data quality & standards, data management roles and responsibilities,  
data classification rules, data compliance, and data retention

Our business units constantly reinforce the organisation’s formal Informa-
tion Management Program

When new systems are shared, developed or implemented or when chang-
es are made to existing systems, data issues are fully addressed 

We have organisation wide master data for chart of accounts, supplier 
data, customer data, materials data

Data files are regularly assessed using specialist data tools to maintain 
data quality by looking for areas such as value and aggregation correla-
tion, duplication, invalid and inconsistent data

Data governance

We have a formal process to ensure that all formulae, KPI calculations and 
data rules are documented and agreed upon

We routinely check the interfaces between  financial and non-financial sys-
tems to minimise errors and confirm accuracy

Our performance measures include data error rates designed to improve 
data quality and business performance (e.g., incorrect costs, incorrect al-
locations, incorrect depreciation, incorrect tax).

We define and enable/monitor data access controls for every application 
(e.g., access read, write, delete rights)

Our data repositories are included in Disaster Contingency and Recovery 
plans (e.g., hot sites, cold sites, off-site back-up storage)

We conduct periodic data audits to highlight any issues relating to data 
quality, access to data, and data inconsistencies

We have embedded change management within the information man-
agement/ analytics initiative as this requires a clear cultural shift in  the 
organisation

We have created data protection policies or security safeguards / controls 
to protect data against unauthorised access, disclosure or modification 
and also have organisation wide training on these policies / guidelines

Checklist on Business Analytics 
Legend for the allocation of management priorities

A – Agree, this is a priority
B – Nice to have, but not an immediate priority
C – Not a priority
D – Already in-place and running effectively
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Areas for consideration Priority Responsibility

Big data/analytics

We have identified an information management/big data/analytics  
champion (Typically this role should be a senior executive who  
understands the possibilities of big data/information management/ 
analytics to serve as a champion to help convince the senior management/ 
Board on the potential value and importance of Big Data)

We have formulated and evaluated  hypotheses for using Big Data/  
business analytics based on a variety of internal and external data sources

We have allocated adequate resources in terms of skill sets and tools to  
effectively collect, store, analyse and present the results of such analytics

Participant List

Name Designation Organisation

Mr Choo Chek Siew CFO Comfort Delgro Group

Ms Annie Lee Senior Vice President, Group Finance DBS Bank

Ms Elaine Loh SVP and Corporate Controller DFS Ventures (S) Pte Ltd

Mr Steven Lwi CFO Declout Limited

Mr Ganesh Prabhu Financial Controller Clifford Chance

Ms Tan Siok Peng Regional CFO GE Oil & Gas
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